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DETAILED ACTION 

This first non-final action is in response to the Request for Continued Examination filing 
of 06/18/2008. Claims 1-56 are pending and have been considered as follows. 

Specification 

1. The specification is objected to as failing to provide proper antecedent basis for the 

claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01(o). Correction of the 
following is required: 

Claim 22 recites "a computer readable storage medium," however, the applicant's 
Specification appears to lack antecedent basis for this Claim language; 

o   The examiner notes that page 103 of the applicant's Specification does recite 
support for "a recording medium" that stores "programs.. .executed by a CPU, or 
may be readout from"; 

-   Claim 50 recites "a computer readable storage medium encoded with computer 
executable instructions, which when executed by a computer, cause the computer to 
perform a method that controls a communication device configured to communicate with 
a software update device via a network," however, the applicant's Specification appears 
to lack antecedent basis for this Claim language; 
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The examiner notes that page 103 of the applicant's Specification does recite support for 
"a recording medium" that stores "programs.. .executed by a CPU, or may be readout 
from"; 

Claim Objections 

2. Claims 1, 8, 10, 14, 18, 22, 26, 30, 33, 37, 39, 43, 46, 50, & 53 are objected to because of 
the following informalities: 

- Claim 1 line 15 recites the term "when" which should be "...if..." or "...after. 
Claim 8 lines 19, 25, & 28 recite the term "when" which should be ".. .if..." or 
"...after..."; 
Claim 10 lines 6 & 12 recite the term "when" which should be ".. .if..." or ".. .after..."; 

- Claim 14 line 15 recites the term "when" which should be "...if..." or ".. .after..."; 
Claim 18 line 5 recites the term "when" which should be "...if..." or "...after. 
Claim 22 lines 2 & 16 recite the term "when" which should be ".. .if..." or ".. .after..."; 

- Claim 26 line 5 recites the term "when" which should be ".. .if..." or ".. .after..."; 
Claim 30 lines 11 & 18 recite the term "when" which should be ".. .if..." or ".. .after..."; 

- Claim 33 line 6 recites the term "when" which should be "...if..." or ".. .after..."; 
Claim 37 lines 14, 22, & 33 recite the term "when" which should be ".. .if..." or 
"...after..."; 
Claim 39 lines 6 & 12 recite the term "when" which should be ".. .if..." or ".. .after..."; 

- Claim 43 lines 13 & 20 recite the term "when" which should be ".. .if..." or ".. .after..."; 
Claim 46 line 5 recites the term "when" which should be ".. .if..." or ".. .after..."; 
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Claim 50 lines 2, 14, & 21 recite the term "when" which should be ".. .if..." or 
"...after..."; 
Claim 53 line recites the term "when" which should be ".. .if..." or ".. .after..."; 

Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

3.       35 U.S.C. 101 reads as follows: 
Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 
Claims 1, 8, 30, & 37 are rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. 
-   Claim 1 recites "a software update device configured to communicate with a target 

update device via a network" comprising "units" which appear to be nothing more than 
computer software modules, thereby invoking 35 U.S.C. 101 as non-statutory subject 
matter; 
Claim 8 recites "a software update system" comprising devices which appear to be 
nothing more than computer software modules, thereby invoking 35 U.S.C. 101 as non- 
statutory subject matter; 
Claim 30 recites "a communication device configured to communicate with a software 
update device via a network" comprising "units" which appear to be nothing more than 
computer software modules, thereby invoking 35 U.S.C. 101 as non-statutory subject 
matter; 
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Claim 37 recites "a software update system" comprising devices which appear to be 
nothing more than computer software modules, thereby invoking 35 U.S.C. 101 as non- 
statutory subject matter; 

Descriptive material can be characterized as either "functional descriptive material" 
or "nonfunctional descriptive material. " In this context, "functional descriptive 
material" consists of data structures and computer programs which impart functionality 
when employed as a computer component. (The definition of "data structure " is "a 
physical or logical relationship among data elements, designed to support specific data 
manipulation functions. " The New IEEE Standard Dictionary of Electrical and 
Electronics Terms 308 (5th ed. 1993).) "Nonfunctional descriptive material" includes but 
is not limited to music, literary works, and a compilation or mere arrangement of data. 

Both types of "descriptive material" are nonstatutory when claimed as descriptive 
material per se, 33 F.3d at 1360, 31 USPQ2d at 1759. When functional descriptive 
material is recorded on some computer-readable medium, it becomes structurally and 
functionally interrelated to the medium and will be statutory in most cases since use of 
technology permits the function of the descriptive material to be realized. Compare In re 
Lowry, 32 F.3d 1579, 1583-84, 32 USPQ2d 1031, 1035 (Fed. Cir. 1994)(discussing 
patentable weight of data structure limitations in the context of a statutory claim to a 
data structure stored on a computer readable medium that increases computer efficiency) 
and >In re< Warmerdam, 33 F.3d *>1354,< 1360-61, 31 USPQ2d *>1754,< 1759 
(claim to computer having a specific data structure stored in memory held statutory 
product-by-process claim) with Warmerdam, 33 F.3d at 1361, 31 USPQ2d at 1760 
(claim to a data structure per se held nonstatutory) 
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Claim Rejections - 35 USC § 103 
4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-56 are rejected under 35 U.S.C. 103(a) as being unpatentable over Frailong et 
al(US-6230194-Bl). 
Claim 1: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network comprising, 

-   "a certification information setting unit configured to generate a first certification 
information" (i.e. "Each remote management server receives an RSA key pair along with 
a public key Certificate signed by the RSA Head-End CA") [column 19 lines 50-52]; 
"transmit the first certification information to the target update device over a connection 
via a first communication protocol over the network" (i.e. "The RSA Hardware 
Certificate 1416 is used in SSL communications where the identity of the gateway 
interface device needs to be proven, for example when opening a session to a remote 
management server") [column 19 lines 39-41") [column 19 lines 39-41]; 
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"a certification requesting unit configured to transmit the first certification information to 
the target update device over a connection via a second communication protocol" (i.e. 
"The second level of certificate key hierarchy for the hardware aspect of the gateway 
interface device is a manufacturing Certificate Authority, referred to as the RSA 
Hardware CA 1412") [column 19 lines 18-21]; 

- "request the target update device to execute a certification process with the first 
certification information" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 

- "a transmitting unit configured to transmit an update software that updates a software of 
the target update device to the target update device via the second communication 
protocol over the network when the certification process succeeds via the second 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 
"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

but, Frailong et al. do not explicitly disclose, 
- "request that the target update device store the first certification information," although 

Frailong et al. do suggest storage of information/data, as recited below; 
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"disconnect the connection via the first communication protocol after receiving a 
notification that the target update device stored the first certification information," 
although Frailong et al. do suggest certificate validity periods, as recited below; 

however, Frailong et al. do disclose, 
"Gateway interface device 208 includes central processing unit 316 coupled through a 
bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310...The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server") [column 19 lines 
39-41" [column 5 lines 60-63 & column 19 lines 39-41]; 
"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "request that the target update device store the first certification 
information" and "disconnect the connection via the first communication protocol after receiving 
a notification that the target update device stored the first certification information," in the 
invention as disclosed by Frailong et al. since it would be reasonable to expect that received 
information would be stored and if a certificate/certification information has expired, any 
communications utilizing the expired certificate would disconnect as no longer being valid for 
the purposes of providing certificate revocation. 
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Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 1 above, further comprising, 

- "a certification information invalidation requesting unit configured to request the target 
update device to invalidate the first certification information subsequent to the transmittal 
of the update software" (i.e. "update mechanism using Certificate Revocation Lists. A 
Certificate Revocation List is a time-valued list of serial numbers signed by a 
Certification Authority") [column 20 lines 11-13]. 

Claim 3: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 1 above, further comprising, 

- "the software of the target update device is updated when requested by an external unit" 
(i.e. "If the gateway interface device verifies that an upgrade is both possible and 
appropriate, the gateway interface device executes the install script to apply the upgrade 
at the time specified by the apply time window, step 1020") [column 16 lines 14-17]. 

Claim 4: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 3 above, further comprising, 

"a notification unit configured to notify a result of updating the software of the target 
update device to the external unit" (i.e. "If, however, in step 1022 the gateway interface 
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device determines that the upgrade and reboot were successful, the gateway interface 
device then executes the post-install script and notifies the remote management server of 
the upgraded status, step 1030") [column 16 lines 36-40]. 

Claim 5: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 1 above, further comprising, 

"the first communication protocol is SSL" (i.e. "SSL-secured access to the administrative 
web server") [column 19 lines 43-44]. 

Claim 6: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 1 above, further comprising, 

-   "the second communication protocol is FTP" (i.e. "transmitting files using the TCP/IP 
file transfer protocol (FTP). These FTP sites provide the upgrade package for download 
to client networks which request the upgrade") [column 15 lines 18-21]. 

Claim 7: 
Frailong et al. disclose a software update device configured to communicate with a target update 
device via a network, as in Claim 1 above, further comprising, 

"data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 
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"data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 

Claim 8: 
Frailong et al. disclose a software update system comprising, 

"a software update device" (i.e. "remote management server") [column 14 line 64]; 
- "a target update device in communication with the software update device via a network" 

(i.e. "gateway interface device") [column 14 line 64]; 
- "wherein the software update device comprises: a certification information setting unit 

configured to generate a first certification information" (i.e. "Each remote management 
server receives an RSA key pair along with a public key Certificate signed by the RSA 
Head-End CA") [column 19 lines 50-52]; 
"transmit the first certification information to a target update device over a connection via 
a first communication protocol over the network" (i.e. "The RSA Hardware Certificate 
1416 is used in SSL communications where the identity of the gateway interface device 
needs to be proven, for example when opening a session to a remote management 
server") [column 19 lines 39-41") [column 19 lines 39-41]; 
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"a certification requesting unit configured to transmit the first certification information to 
the target update device over a connection via a second communication protocol" (i.e. 
"The second level of certificate key hierarchy for the hardware aspect of the gateway 
interface device is a manufacturing Certificate Authority, referred to as the RSA 
Hardware CA 1412") [column 19 lines 18-21]; 

- "request the target update device to execute a certification process with the first 
certification information" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 

- "a transmitting unit configured to transmit an update software for updating a software of 
the target update device to the target update device via the second communication 
protocol over the network when the certification process succeeds via the second 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 
"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 



Application/Control Number: 10/810,696 Page 13 
Art Unit: 2136 

"wherein the target update device comprises: a memory unit configured to store the first 
certification information" (i.e. "The gateway interface device stores two root RSA public 
key certificates and two root DSA public key certificates, with the corresponding private 
keys") [column 18 lines 57-58]; 
"a certification unit configured to execute the certification process by using the first 
certification information when requested to execute the certification process" (i.e. "Like 
the RSA system, the DSA system also includes second and third level key certificates for 
the gateway interface device") [column 19 lines 61-63]; 
"return a result of the certification process to the software update device" (i.e. "Like the 
RSA system, the DSA system also includes second and third level key certificates for the 
gateway interface device") [column 19 lines 61-63]; 

- "an updating unit configured to receive the update software when the certification process 
succeeds" (i.e. "transmitting files using the TCP/IP file transfer protocol (FTP). These 
FTP sites provide the upgrade package for download to client networks which request the 
upgrade") [column 15 lines 18-21]; 
"update the software of the target update device" (i.e. "If the gateway interface device 
verifies that an upgrade is both possible and appropriate, the gateway interface device 
executes the install script to apply the upgrade at the time specified by the apply time 
window, step 1020") [column 16 lines 14-17]; 

but, Frailong et al. do not explicitly disclose, 
- "and request that the target update device store the first certification information," 

although Frailong et al. do suggest storage of information/data, as recited below; 
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"disconnect the connection via the first communication protocol after receiving a 
notification that the target update device stored the first certification information," 
although Frailong et al. do suggest certificate revocation, as recited below; 

however, Frailong et al. do disclose, 
"Gateway interface device 208 includes central processing unit 316 coupled through a 
bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310...The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server") [column 19 lines 
39-41" [column 5 lines 60-63 & column 19 lines 39-41]; 
"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "and request that the target update device store the first 
certification information" and "disconnect the connection via the first communication protocol 
after receiving a notification that the target update device stored the first certification 
information," in the invention as disclosed by Frailong et al. since it would be reasonable to 
expect that transmitted and received information would be stored and if a certificate/certification 
information has expired, any communications utilizing the expired certificate would disconnect 
as no longer being valid for the purposes of providing certificate revocation. 
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Claim 9: 
Frailong et al. disclose a software update system, as in Claim 8 above, further comprising, 

"wherein the software update device further comprises a certification information 
invalidation requesting unit configured to transmit an invalidation request to invalidate 
the first certification information to the target update device subsequent to the transmittal 
of the update software" (i.e. "update mechanism using Certificate Revocation Lists. A 
Certificate Revocation List is a time-valued list of serial numbers signed by a 
Certification Authority") [column 20 lines 11-13]; 
"wherein the target update device further comprises a certification information 
invalidating unit configured to invalidate the first certification information when 
receiving the invalidation request" (i.e. "update mechanism using Certificate Revocation 
Lists. A Certificate Revocation List is a time-valued list of serial numbers signed by a 
Certification Authority") [column 20 lines 11-13]. 

Claim 10: 
Frailong et al. disclose a software update system, as in Claim 8 above, further comprising, 

"wherein the target update device further comprises: a restarting unit configured to restart 
the target update device after the software is updated by the updating unit" (i.e. "Once the 
gateway interface device has executed the upgrade, it performs a reboot so that it boots 
up in the upgraded state") [column 16 lines 23-25]; 
"a start notification transmitting unit configured to transmit a start notification informing 
that the target update device is started to the software update device when the target 
update device is started" (i.e. "If the gateway interface device verifies that an upgrade is 
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both possible and appropriate, the gateway interface device executes the install script to 
apply the upgrade at the time specified by the apply time window, step 1020") [column 
16 lines 14-17]; 

- "a version information transmitting unit configured to transmit version information of the 
target update device in response to a request from the software update device" (i.e. 
"recording the upgraded version number in appropriate places for the configuration 
manager") [column 16 lines 44-46]; 

- "where the software update device further has a version information unit configured to 
obtain the version information by requesting the target update device to transmit the 
version information when the start notification is received after the transmittal of the 
update software" (i.e. "recording the upgraded version number in appropriate places for 
the configuration manager") [column 16 lines 44-46]; 
"confirm the update by comparing with version information of the transmitted update 
software" (i.e. "recording the upgraded version number in appropriate places for the 
configuration manager") [column 16 lines 44-46]. 

Claim 11: 
Frailong et al. disclose a software update system, as in Claim 8 above, further comprising, 

"the first communication path is a communication protocol is SSL" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]. 
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Claim 12: 
Frailong et al. disclose a software update system, as in Claim 8 above, further comprising, 

"the second communication path is a communication protocol is FTP" (i.e. "transmitting 
files using the TCP/IP file transfer protocol (FTP). These FTP sites provide the upgrade 
package for download to client networks which request the upgrade") [column 15 lines 
18-21]. 

Claim 13: 
Frailong et al. disclose a software update system, as in Claim 8 above, further comprising, 

"data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 
"data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 

Claims 14 & 22: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network comprising, 

"generating a first certification information" (i.e. "Each remote management server 
receives an RSA key pair along with a public key Certificate signed by the RSA Head- 
End CA") [column 19 lines 50-52]; 
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"transmitting the first certification information to the target update device over a 
connection via a first communication protocol over the network" (i.e. "The RSA 
Hardware Certificate 1416 is used in SSL communications where the identity of the 
gateway interface device needs to be proven, for example when opening a session to a 
remote management server") [column 19 lines 39-41") [column 19 lines 39-41]; 

- "transmitting the first certification information to the target update device over a 
connection via a second communication protocol" (i.e. "The second level of certificate 
key hierarchy for the hardware aspect of the gateway interface device is a manufacturing 
Certificate Authority, referred to as the RSA Hardware CA 1412") [column 19 lines 18- 

21]; 
"requesting the target update device to execute a certification process with the first 
certification information" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 

- "transmitting an update software that updates a software of the target update device to the 
target update device via the second communication protocol over the network when the 
certification process succeeds via the second communication protocol" (i.e. "transmitting 
files using the TCP/IP file transfer protocol (FTP). These FTP sites provide the upgrade 
package for download to client networks which request the upgrade") [column 15 lines 
18-21]; 
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"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

but, Frailong et al. do not explicitly disclose, 
- "requesting that the target update device store the first certification information," 

although Frailong et al. do suggest storage of information/data, as recited below; 
- "disconnecting the connection via the first communication protocol after receiving a 

notification that the target update device stored the first certification information," 
although Frailong et al. do suggest certificate revocation, as recited below; 

however, Frailong et al. do disclose, 
- "Gateway interface device 208 includes central processing unit 316 coupled through a 

bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310.. .The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server") [column 19 lines 
39-41" [column 5 lines 60-63 & column 19 lines 39-41]; 
"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "requesting that the target update device store the first 
certification information" and "disconnecting the connection via the first communication 
protocol after receiving a notification that the target update device stored the first certification 
information," in the invention as disclosed by Frailong et al. since it would be reasonable to 
expect that transmitted and received information would be stored and if a certificate/certification 
information has expired, any communications utilizing the expired certificate would disconnect 
as no longer being valid for the purposes of providing certificate revocation. 

Claims 15 & 23: 
Frailotm et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

"a step of requesting the target update device to invalidate the first certification 
information subsequent to the transmittal of the update software" (i.e. "update 
mechanism using Certificate Revocation Lists. A Certificate Revocation List is a time- 
valued list of serial numbers signed by a Certification Authority") [column 20 lines 11- 

13]. 
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Claims 16 & 24: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

- "the software of the target update device is updated when requested by an external unit" 
(i.e. "If the gateway interface device verifies that an upgrade is both possible and 
appropriate, the gateway interface device executes the install script to apply the upgrade 
at the time specified by the apply time window, step 1020") [column 16 lines 14-17]. 

Claims 17&25: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 16 & 24 above, further comprising, 

- "a step of notifying a result of updating the software of the target update device to the 
external unit" (i.e. "If, however, in step 1022 the gateway interface device determines 
that the upgrade and reboot were successful, the gateway interface device then executes 
the post-install script and notifies the remote management server of the upgraded status, 
step 1030") [column 16 lines 36-40]. 
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Claims 18&26: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

- "receiving a start notification informing that the target update device is started" (i.e. 
"Once the gateway interface device has executed the upgrade, it performs a reboot so that 
it boots up in the upgraded state") [column 16 lines 23-25]; 
"obtaining version information of the software of the target update device from the target 

update device when the start notification is received after the transmittal of the update 
software" (i.e. "recording the upgraded version number in appropriate places for the 
configuration manager") [column 16 lines 44-46]; 
"confirming the update by comparing with version information of the transmitted update 
software" (i.e. "recording the upgraded version number in appropriate places for the 
configuration manager") [column 16 lines 44-46]. 

Claims 19 & 27: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

- "the first communication protocol is SSL" (i.e. "SSL-secured access to the administrative 
web server") [column 19 lines 43-44]. 
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Claims 20 & 28: 
Frailong et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

-   "the second communication protocol is FTP" (i.e. "transmitting files using the TCP/IP 
file transfer protocol (FTP). These FTP sites provide the upgrade package for download 
to client networks which request the upgrade") [column 15 lines 18-21]. 

Claims 21 & 29 
Frailona et al. disclose a software update method using/a computer readable storage medium 
encoded with computer executable instructions, which when executed by a computer, cause the 
computer to perform a method that controls a software update device configured to communicate 
with a target update device via a network, as in Claims 14 & 22 above, further comprising, 

"data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 
"data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 
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Claim 30: 
Frailong et al. disclose a communication device configured to communicate with a software 
update device via a network comprising, 

- "a certification information setting unit configured to generate a first certification 
information" (i.e. "Each remote management server receives an RSA key pair along with 
a public key Certificate signed by the RSA Head-End CA") [column 19 lines 50-52]; 
"transmit the certification information to the software update device over a connection 
via a first communication protocol over the network" (i.e. "The RSA Hardware 
Certificate 1416 is used in SSL communications where the identity of the gateway 
interface device needs to be proven, for example when opening a session to a remote 
management server") [column 19 lines 39-41") [column 19 lines 39-41]; 

- "receive a first certification information from the software update device over the 
connection via the first communication protocol over the network" (i.e. "The RSA 
Hardware Certificate 1416 is used in SSL communications where the identity of the 
gateway interface device needs to be proven, for example when opening a session to a 
remote management server") [column 19 lines 39-41") [column 19 lines 39-41]; 
"a certifying unit configured to execute a certification process, when receiving the first 
certification information from the software update device over a connection via a second 
communication protocol, by comparing the first certification information received over 
the first communication protocol with the first certification received over the second 
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communication protocol" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 

- "an updating unit configured to receive an update software that updates a software of the 
communication device from the software update device via the second communication 
protocol over the network when the certification process succeeds via the second 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

- "update the software of the communication device" (i.e. "If the gateway interface device 
verifies that an upgrade is both possible and appropriate, the gateway interface device 
executes the install script to apply the upgrade at the time specified by the apply time 
window, step 1020") [column 16 lines 14-17]; 
"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

but, Frailong et al. do not explicitly disclose, 
"store the first certification information," although Frailong et al. do suggest storage of 
information/data, as recited below; 
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"notify the software update device that the first certification information is stored so that 
the software update device will close the connection via the first communication 
protocol," although Frailong et al. do suggest certificate revocation, as recited below; 

however, Frailong et al. do disclose, 
"Gateway interface device 208 includes central processing unit 316 coupled through a 
bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310...The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server") [column 19 lines 
39-41" [column 5 lines 60-63 & column 19 lines 39-41]; 
"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "store the first certification information" and "notify the 
software update device that the first certification information is stored so that the software update 
device will close the connection via the first communication protocol," in the invention as 
disclosed by Frailong et al. since it would be reasonable to expect that transmitted and received 
information would be stored and if a certificate/certification information has expired, any 
communications utilizing the expired certificate would disconnect as no longer being valid for 
the purposes of providing certificate revocation. 
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Claim 31: 
Frailong et al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

- "a certification information invalidating unit configured to invalidate the first certification 
information subsequent to the transmittal of the update software" (i.e. "update 
mechanism using Certificate Revocation Lists. A Certificate Revocation List is a time- 
valued list of serial numbers signed by a Certification Authority") [column 20 lines 11- 
13]. 

Claim 32: 
Frailorm et al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

- "a control part configured to instruct an update of the software of the communication 
device" (i.e. "If the gateway interface device verifies that an upgrade is both possible and 
appropriate, the gateway interface device executes the install script to apply the upgrade 
at the time specified by the apply time window, step 1020") [column 16 lines 14-17]. 

Claim 33: 
Frailong et al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

"a restarting unit configured to restart the communication device after the software is 
updated" (i.e. "Once the gateway interface device has executed the upgrade, it performs a 
reboot so that it boots up in the upgraded state") [column 16 lines 23-25]; 
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"a start notification transmitting unit configured to transmit a start notification informing 
that the communication device is started to the software update device when the 
communication device is started" (i.e. "Once the gateway interface device has executed 
the upgrade, it performs a reboot so that it boots up in the upgraded state") [column 16 
lines 23-25]; 

-   "a version information transmitting unit configured to transmit version information of the 
communication device in response to a request from the software update device after the 
start after the transmittal of the start notification" (i.e. "recording the upgraded version 
number in appropriate places for the configuration manager") [column 16 lines 44-46]. 

Claim 34: 
Frailong ct al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

"the first communication protocol is SSL" (i.e. "SSL-secured access to the administrative 
web server") [column 19 lines 43-44]. 

Claim 35: 
Frailong et al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

"the second communication protocol is FTP" (i.e. "transmitting files using the TCP/IP 
file transfer protocol (FTP). These FTP sites provide the upgrade package for download 
to client networks which request the upgrade") [column 15 lines 18-21]. 
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Claim 36 
Frailong et al. disclose a communication device configured to communicate with a software 
update device via a network, as in Claim 30 above, further comprising, 

- "data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 

- "data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 

Claim 37: 
Frailong ct al. disclose a software update system comprising, 

- "a communication device" (i.e. "remote management server") [column 14 line 64]; 
"a software update device in communication with the communication device via a 
network" (i.e. "gateway interface device") [column 14 line 64]; 

- "wherein the communication device comprises: a certification information setting unit 
configured to generate certification information" (i.e. "Each remote management server 
receives an RSA key pair along with a public key Certificate signed by the RSA Head- 
End CA") [column 19 lines 50-52]; 
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"transmit the certification information to the software update device over a connection 
via a first communication protocol over the network" (i.e. "The RSA Hardware 
Certificate 1416 is used in SSL communications where the identity of the gateway 
interface device needs to be proven, for example when opening a session to a remote 
management server") [column 19 lines 39-41") [column 19 lines 39-41]; 

-   "receive a first certification information from the software update device over the 
connection via the first communication protocol" (i.e. "The RSA Hardware Certificate 
1416 is used in SSL communications where the identity of the gateway interface device 
needs to be proven, for example when opening a session to a remote management 
server") [column 19 lines 39-41") [column 19 lines 39-41]; 
"a certifying unit configured to execute a certification process, when receiving the first 
certification information from the software update device over a connection via a second 
communication protocol, by comparing the first certification information received over 
the first communication protocol with the first certification received over the second 
communication protocol" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 
"an updating unit configured to receive an update software that updates a software of the 
communication device from the software update device via the second communication 
protocol over the network when the certification process succeeds via the second 
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communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

- "update the software of the communication device" (i.e. "transmitting files using the 
TCP/IP file transfer protocol (FTP). These FTP sites provide the upgrade package for 
download to client networks which request the upgrade") [column 15 lines 18-21]; 
"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 
"wherein the software update device comprises: a memory unit configured to store the 
first certification information" (i.e. "The gateway interface device stores two root RSA 
public key certificates and two root DSA public key certificates, with the corresponding 
private keys") [column 18 lines 57-58]; 

- "a certification requesting unit configured to transmit the first certification information to 
the communication device" (i.e. "The second level of certificate key hierarchy for the 
hardware aspect of the gateway interface device is a manufacturing Certificate Authority, 
referred to as the RSA Hardware CA 1412") [column 19 lines 18-21]; 
"request the communication device to execute the certification process with the first 
certification information" (i.e. "Like the RSA system, the DSA system also includes 
second and third level key certificates for the gateway interface device") [column 19 lines 
61-63]; 
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"a transmitting unit configured to transmit the update software to the communication 
device via the second communication protocol over the network when the certification 
process succeeds" (i.e. "transmitting files using the TCP/IP file transfer protocol (FTP). 
These FTP sites provide the upgrade package for download to client networks which 
request the upgrade") [column 15 lines 18-21]; 

but, Frailong et al. do not explicitly disclose, 
"store the first certification information," although Frailong et al. do suggest storage of 
information/data, as recited below; 
"notify the software update device that the first certification information is stored so that 
the software update device will close the connection via the first communication 
protocol," although Frailong et al. do suggest certificate revocation, as recited below; 

however, Frailong et al. do disclose, 
"Gateway interface device 208 includes central processing unit 316 coupled through a 
bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310.. .The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server") [column 19 lines 
39-41" [column 5 lines 60-63 & column 19 lines 39-41]; 
"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "store the first certification information" and "notify the 
software update device that the first certification information is stored so that the software update 
device will close the connection via the first communication protocol," in the invention as 
disclosed by Frailong et al. since it would be reasonable to expect that transmitted and received 
information would be stored and if a certificate/certification information has expired, any 
communications utilizing the expired certificate would disconnect as no longer being valid for 
the purposes of providing certificate revocation. 
Claim 38: 
Frailong et al. disclose a software update system, as in Claim 37 above, further comprising, 

"the communication device further comprises a certification information invalidating unit 
configured to invalidate the first certification information subsequent to the transmittal of 
the update software" (i.e. "update mechanism using Certificate Revocation Lists. A 
Certificate Revocation List is a time-valued list of serial numbers signed by a 
Certification Authority") [column 20 lines 11-13]. 

Claim 39: 
Frailong et al. disclose a software update system, as in Claim 37 above, further comprising, 

"a restarting unit configured to restart the communication device after the software is 
updated" (i.e. "Once the gateway interface device has executed the upgrade, it performs a 
reboot so that it boots up in the upgraded state") [column 16 lines 23-25]; 
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"a start notification transmitting unit configured to transmit a start notification informing 
that the communication device is started to the software update device when the 
communication device is started" (i.e. "Once the gateway interface device has executed 
the upgrade, it performs a reboot so that it boots up in the upgraded state") [column 16 
lines 23-25]; 

- "a version information transmitting unit configured to transmit version information of the 
communication device in response to a request from the software update device" (i.e. 
"recording the upgraded version number in appropriate places for the configuration 
manager") [column 16 lines 44-46]; 

- "wherein the software update device further has a version information unit configured to 
obtain the version information by requesting the communication device to transmit the 
version information when the start notification is received after the transmittal of the 
update software" (i.e. "recording the upgraded version number in appropriate places for 
the configuration manager") [column 16 lines 44-46]; 

- "confirming the update by comparing with version information of the transmitted update 
software" (i.e. "recording the upgraded version number in appropriate places for the 
configuration manager") [column 16 lines 44-46]. 

Claim 40: 
Frailong et al. disclose a software update system, as in Claim 37 above, further comprising, 

"the first communication protocol is SSL" (i.e. "SSL-secured access to the administrative 
web server") [column 19 lines 43-44]. 
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Claim 41: 
Frailong et al. disclose a software update system, as in Claim 37 above, further comprising, 

"the second communication protocol is FTP" (i.e. "transmitting files using the TCP/IP 
file transfer protocol (FTP). These FTP sites provide the upgrade package for download 
to client networks which request the upgrade") [column 15 lines 18-21]. 

Claim 42: 
Frailong et al. disclose a software update system, as in Claim 37 above, further comprising, 

- "data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 

- "data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 

Claims 43 & 50: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network comprising, 

"generating certification information" (i.e. "Each remote management server receives an 
RSA key pair along with a public key Certificate signed by the RSA Head-End CA") 
[column 19 lines 50-52]; 
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"transmitting the certification information to the software update device over a first 
connection via a first communication protocol over the network" (i.e. "The RSA 
Hardware Certificate 1416 is used in SSL communications where the identity of the 
gateway interface device needs to be proven, for example when opening a session to a 
remote management server") [column 19 lines 39-41") [column 19 lines 39-41]; 

-   "receiving a first certification information from the software update device over the 
connection via the first communication protocol" (i.e. "The RSA Hardware Certificate 
1416 is used in SSL communications where the identity of the gateway interface device 
needs to be proven, for example when opening a session to a remote management 
server") [column 19 lines 39-41") [column 19 lines 39-41]; 
"executing a certification process, when receiving the first certification information from 
the software update device over a connection via a second communication protocol, by 
comparing the first certification information received over the first communication 
protocol with the first certification information received over the second communication 
protocol" (i.e. "Like the RSA system, the DSA system also includes second and third 
level key certificates for the gateway interface device") [column 19 lines 61-63]; 
"receiving an update software that updates a software of the communication device from 
the software update device via the second communication protocol over the network 
when the certification process succeeds via the second communication protocol" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]; 
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"updating the software of the communication device" (i.e. "If the gateway interface 
device verifies that an upgrade is both possible and appropriate, the gateway interface 
device executes the install script to apply the upgrade at the time specified by the apply 
time window, step 1020") [column 16 lines 14-17]; 
"the second communication protocol having a process load less than that of the first 
communication protocol" (i.e. "transmitting files using the TCP/IP file transfer protocol 
(FTP). These FTP sites provide the upgrade package for download to client networks 
which request the upgrade") [column 15 lines 18-21]; 

but, Frailong et al. do not explicitly disclose, 
- "storing the first certification information," although Frailong et al. do suggest storage of 

information/data, as recited below; 
- "notifying the software update device that the first certification information is stored so 

that the software update device will close the connection via the first communication 
protocol," although Frailong et al. do suggest certificate revocation, as recited below; 

however, Frailong et al. do disclose, 
- "Gateway interface device 208 includes central processing unit 316 coupled through a 

bus 302 to random access memory (RAM) 306, read-only memory (ROM) 308 and mass 
storage device 310...The RSA Hardware Certificate 1416 is used in SSL 
communications where the identity of the gateway interface device needs to be proven, 
for example when opening a session to a remote management server" [column 5 lines 60- 
63 & column 19 lines 39-41]; 
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"If, however, a certificate needs to be invalidated prior to its expiration date (for example, 
in the case of a key compromise), the present invention includes a method for certificate 
revocation. Most certificates are maintained in the data store of a gateway interface 
device" [column 20 lines 5-10]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "storing the first certification information" and "notifying the 
software update device that the first certification information is stored so that the software update 
device will close the connection via the first communication protocol," in the invention as 
disclosed by Frailong et al. since it would be reasonable to expect that transmitted and received 
information would be stored and if a certificate/certification information has expired, any 
communications utilizing the expired certificate would disconnect as no longer being valid for 
the purposes of providing certificate revocation. 
Claims 44 & 51: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

"a step of invalidating the first certification information subsequent to the transmittal of 
the update software" (i.e. "update mechanism using Certificate Revocation Lists. A 
Certificate Revocation List is a time-valued list of serial numbers signed by a 
Certification Authority") [column 20 lines 11-13]. 
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Claims 45 & 52: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

-   "a step of updating the software in response to an instruction to update the software from 
a control part" (i.e. "If the gateway interface device verifies that an upgrade is both 
possible and appropriate, the gateway interface device executes the install script to apply 
the upgrade at the time specified by the apply time window, step 1020") [column 16 lines 
14-17]. 

Claims 46&53: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

"restarting the communication device after the software is updated" (i.e. "Once the 
gateway interface device has executed the upgrade, it performs a reboot so that it boots 
up in the upgraded state") [column 16 lines 23-25]; 
"transmitting a start notification informing that the communication device is started to the 
software update device when the communication device is started" (i.e. "Once the 
gateway interface device has executed the upgrade, it performs a reboot so that it boots 
up in the upgraded state") [column 16 lines 23-25]; 
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"transmitting version information of the communication device in response to a request 
from the software update device after the start after the transmittal of the start 
notification" (i.e. "recording the upgraded version number in appropriate places for the 
configuration manager") [column 16 lines 44-46]. 

Claims 47 & 54: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

-   "the first communication protocol is SSL" (i.e. "SSL-secured access to the administrative 
web server") [column 19 lines 43-44]. 

Claims 48 & 55: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

"the second communication protocol is FTP" (i.e. "transmitting files using the TCP/IP 
file transfer protocol (FTP). These FTP sites provide the upgrade package for download 
to client networks which request the upgrade") [column 15 lines 18-21]. 
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Claims 49 & 56: 
Frailong et al. disclose a software update/a computer readable storage medium encoded with 
computer executable instructions, which when executed by a computer, cause the computer to 
perform a method using a communication device configured to communicate with a software 
update device via a network, as in Claims 43 & 50 above, further comprising, 

- "data transmitted via the first communication protocol is encoded" (i.e. "SSL-secured 
access to the administrative web server") [column 19 lines 43-44]; 

- "data transmitted via the second communication protocol is not encoded" (i.e. 
"transmitting files using the TCP/IP file transfer protocol (FTP). These FTP sites provide 
the upgrade package for download to client networks which request the upgrade") 
[column 15 lines 18-21]. 

Response to Arguments 
6.       Applicant's arguments, see pages 21-23, filed 05/22/2008, with respect to the rejection(s) 
of claim(s) 1-56 under 35 U.S.C. 102(b) have been fully considered and are persuasive. 
Therefore, the rejection has been withdrawn. However, upon further consideration, a new 
ground(s) of rejection is made in view of a different interpretation of the previously presented 
prior art reference. 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to the applicant's 
disclosure. 

a. Frailong et al. (US-6012100-A) - related Patent; 
b. Frailong et al. (US-6496858-B1) - related Patent; 
c. Frailong et al. (US- 6073172) - related Patent; 
Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Examiner Oscar Louie whose telephone number is 571-270-1684. 
The examiner can normally be reached Monday through Thursday from 7:30 AM to 4:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami, can be reached at 571-272-4195. The fax phone number for 
Formal or Official faxes to Technology Center 2100 is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/OAL/ 
08/18/2008 
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Supervisory Patent Examiner, Art Unit 2136 


